
Cyber Threat Reports
Helpful or a Waste of Time?

There are at least hundreds of cyber threat reports released each year, 
almost all are from product or services vendors. Are they informative or 
just a disguise to get you interested in buying from the author’s company?

An open search on “Cyber Threat Report” returns ~88,000 results

A one-year search on the same words returns 8,240 results

Have you read them all?

Have you read any of them?

Do any of them provide value to practitioners?



-Tom Burt, Microsoft CVP, Corporate Security & Trust
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Cyber Threat 
Reports
Helpful? It 
depends

• In general, threat reports provide great value to cyber 
practitioners, as long as you remain aware that every 
company is looking to sell to you at every opportunity.

• Some vendor threat reports are blatant tools to try and sell 
you products or services.

• Find the reports from reliable vendor partners that fit your 
need and review each new iteration thoroughly for tidbits 
that can help you enhance your security posture.

• If a vendor can’t become your partner, time to find a new 
vendor.



*Some of the Better Report Links

• Microsoft Digital Defense Report 2022
• https://www.microsoft.com/en-us/security/business/microsoft-digital-

defense-report-2022

• Mandiant M-Trends 2022: Cyber Security Metrics, Insights and 
Guidance From the Frontlines 
• https://www.mandiant.com/resources/blog/m-trends-2022

• CrowdStrike 2022 Global Threat Report
• https://go.crowdstrike.com/global-threat-report-2022

• Verizon 2022 Data Breach Investigations Report
• https://www.verizon.com/business/resources/reports/dbir/

• Ponemon/IBM Cost of a data breach 2022
• https://www.ibm.com/reports/data-breach

*not all ~88,000 links
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Twitter: https://twitter.com/NoHackn
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